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FIGURE 7 
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SECTION C-C 
FIGURE 9 
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BJOMETRIC K£Y 
rooui] THIS INVENTION Mates to a biomctric key and 
more particularly rentes to a biomciric key having a key 
body which contains a biomctric sensor capable of capturing 
a key holder's biometric data and transmitting ibe data 
through the biometric sensor 10 a processor ia order 10 
validate authorised use of the key through biomeiric vcrm- 
cation 

[0002] Currently keys are used for a wide variety of 
applications that comprise a mechanical or electromechani- 
cal cipher, which carries coded information One Qxuojplc ot 
the laiier *s key* described in European Patent V7249S which 
has a specific mechanism located on opposed edges of lac 
key which co-operates with a corresponding meehamsm 
built into a mating lock cylinder before a locking 
incorporating the lock cylinder may be opened, 
[00031 While such keys are simple 10 use, it will be 
appreciated that the level uf security is noi high because 
there arc no mean* currendy avadable for verifying ipai tbe 
person usin& tbe key »s an authorised user This means mat 
wbde a conventional mechanical or electromechanical lock 
operated by a key presents physical access to a building =*»ch 
a key may oc readily copied or ix may be lost or aiven lo 
other pei*uns who may then £ain 4cce=,* 10 the building on 
an unauthorised bas^>. Thus, physical access io the buaidms 
is provided by those in control of the key 
[0QO4] Conventional biometric control systems arc well 
known and refer to encoding of a person's specie biomdnc 
features inio a memory of lb* biometry control apparatus 
witft «n external process (* storage memory, marching 
algorithm and return signal). A coded version of an autho- 
rised biometric feature can be stored, When verification is 
required, ii is necessary for tbe user w present bis biometric 
characteristic feature to ihc biomctric control apparatus, 
which then compares tbe biomctric characterise feature 
wiih the authorised biometric feature. If a match occurs, then 
ibe biometric control system permits access to u facility 
controlled by it* biomctric control sysicm 
[0005] Biomeirically secured control system* for prcvent- 
uj & unauthorised use of vehicles are described in U S. Pot 
No 5,d67,Su2. This reference Describes a method and sys- 
iem fbi restricting ^ of 4 vehicle to persuu(s> whose 
fiogcrprinto match biomctric data stored wuhin a memory in 
,he control system of the vehicle A user'* digitised hnger- 
prints are stored in a ROM in the BIOS of a microcontroller 
or in d ROM accessed by a microcontroller The micropro- 
cessor's primary task is that of executing instructions, which 
a«: related io tbe operation of tbe vemcle such as regulation 
of ibe fuel fiow rate, and oiher tasks. Before ihe micropro- 
cessor can execute it* instructions reUted io the primary 
ia*k it must complete and e*it a conditional loop of mstruc- 
uon> thai relate to validating the user's ' real mpui" biomet- 
ry cum. Real canned fingerprints must be compared with 
an^rprintsCs) stored in ROM. If the result of ibe compari- 
son is a match, then the operating loop is satisfied and the 
microprocessor c*n execute its instructions relating to opera- 
wa of the vehicle. In U.S. Pat- No. 5,607.802 use is made 
of a conventional nngerpnnt scanning device and related 
circuitry coupled to the microprocessor- A toy - operated 
igniuon switch is coupled to the microprocessor to provide 



a signal for providing power to the microprocessor bef ore it 
may control operations related to tbe vehicle. 

[0006] Another example of biometrically secured control 
systems is described in U S. Pat. No 5,9x5,936 which refers 
to a firearm which incorporates a pressure sensor for sensing 
grasping of a butt section of the firearm by apalm of the user 
as well as a scanning sensor for scanning a palm prim of the 
user and generating a data signal representative of the 
scanned palm print after actuation ot ibe pressure sensor 
The firearm can only be used by authorised users wherein a 
memory unii otorcs data signals ,cpresentative of the autho- 
rised users 

[0007] U.S. Pat No. 5,987,155 refers to a oiomctnc mrbr- 
mation input device havmg an integral smart card reader 
The device provides co-operative operation of the smart card 
and tbe input device to provide user specific processing of 
biomctric information provided by tbe user. Example* oi 
biometric input devices referred io in this reference arc mo->e 
incorporating a microphone or those wb±cb comprise a 
contact una$mg device such as a fingerprint scanner. 
[0QU8] The above me niiuned prior *rt retcrenue* aie iltu^- 
trat4vc of biometric control systems which can only be 
operated upon use of a vehicle ignition kty as described »n 
U S. Pat No. 5,867,802, a pressure scn>or m me case of U.S. 
Par. No 5,915,936 or a sman c*4rd in ;hc case of US Pai. 
No. 5,987,155. U therefore will be appreciated thai *uch 
conventional oiometnc conirol systems arc non-vcrs*tdo in 
bemg restricied to a specific application, anci also require the 
use of additional siructure relaiive to the specific applica- 
tion. Thus for example the biometric input device of U S- 
Pat. No- 5,987,155 requires as an essential component a card 
aloi. for acceptance of the sman card 

[0009] it is an object of the present invention io provide a 
biometric key r which may reduce ibe disadvantage:* of the 
prior art* discussed above 

[0010] The invention proviocs a biomctric key, navm^ a 
key body incorporating a biometric sensor for transmission 
of a signal representing a biocodc of data generated by the 
biometric senior, said key body in u^e engaged with a 
receptor body for interaction wim the key body to forward 
the signal to processing means for granting access to an 
authorised user to a facility accessible by iQe biometric key. 

[UU1I] The infraction between the key body and the 
receptor body may, for forwarding ot the signal io tlw 
processing means, involve the use of ckctrical contacts, 
wherein the key body has one or more contacts as he remote t 
described with touch mating comacu» of the receptor body. 
However, such interaction may also involve a transmitter ol 
the key interacting with a receiver ot the receptor body and 
such interaction may be of an optical, infra-red, raoio- 
frcquency or fibrc-opuc nature 

[0012] The key body may be similar to a conventional key 
which unlocks mechanical locks wherein the key has a bUde 
with a plurality of wards that co-operate with lock tumbler* 
in a conventional manner to unlock the mechanical lock as 
hereinafter described. The key body may also nave a handle 
or gripping pan, which may have the biomeinc seci^r, 
applied or attached thereto or embedded therein. Preter»bly 
me censor is accommodated within a mating recess ol the 
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key body and is provided with contacts or pins forming one 
example of ihe contact means which may engage with a 
circuit board also accommodated within me key body. 

[0013] Preferably ike sensor is surrounded by an Insulator 
insert 

[O0I4] Alternatively th«= key body may omit words and 
have a blade or cod poroon, which engages wilh a mating 
slot in me receptor body discussed above, in tins embodi- 
ment the receptor body may intcrfac* witn the processing 
means, whereby upon recognition of an authorised signal by 
the processing mean*, access io the facility may be provided, 

[0015] The sensor may be a solid state sensor manufac- 
tured by Policx or Siemens and tOc sensor may scan an 
appropriate biometric characteristic of the key holder Alter- 
natively the senior may be manufactured by Thompson, 
Vendtcon or Harris, which arc all well known solid state 
manutacturtrs The farming sensor may be earned out 
usin$ 4 number of techniques which may include capaci- 
tance, resistance, thermal imagery, structure geometry, bone 
structure or vem structure. Suitably the scanning senior 
scans a tingcrprint or thumb prmi 

[0016] The Key body may also nave embedded therein a 
smart card chap such as a wired \a&c chip also Known as an 
"intelligent memory" chip, vvhtcn nas inbuilt logic. Embed- 
ded processor chips, added to ihc key body, may contain 
memory and local processor capabilities. The embedded 
processor cpip, embedded within tn= body, may be used 
to encrypt/decrypt data, which wafc. this type of biometric 
key a unique person identification key 

[0017] Examples of use of the bmmciric key of the inven- 
tion may be as an ignition key of a vehicle . a key to a storage 
faculty such ft* * drawer or lia of a box, a security facility 
such as a security door or security window, to operate an 
elevator or lift "r to initiate actuation of an electric motor, 
hydraulic motor, engine or other form of drive mean* or 
even hydraulic or pneumatically actuated ram assemblies. 
Each of the foregoing arc examples of facilities which may 
be accessible by the biometric key of the invention 

[0018] It therefore will be appreciated from the foregoing 
mat the biorneiric key of tne invention is extremely versatile 
having many applications or uses and also extremely simple 
in structure to at least partially overcome the disadvantages 
of conventional btometric control systems as described 
above The biometric key of ih» invention aU* involves a 
high degree of security to overcome the problems of coo- 
venuonal keys as described above. 

[0019] The invention also includes within it* scope a 
receptor body cngageablc with a biometric key, said bio- 
meiric key having a key body incorporating a biometric 
sensor for transmission of a signal representing a biocodc of 
data generated by the biometric sensor, wherein said recep- 
tor body interact wim ihe key body to forward the signal to 
processing means for granting access to an authorised user 
io a facility accessible by the Diomeiric key. 
[00201 It will be appreciated from the illustrated embodi- 
ments hereinafter that the receptor body may comprise a 
lock component such as a lock cylinder as shown in 
l-10Aor a stationary body forrning part of a drawer or door 
as shown in FIGS. H-19 



[0021] The invention also provides; a security system for 
use with a facility to prevent unauthorised access to the 
facility which includes the biometric key as described above 
as well a* the receptor body as described above. 

[0022] The invention also relates io a me mod for provid- 
ing access to a facility, which includes the steps of: 

[0023] (*) inserting a key having a biometne sensor 
into * receptor body whereby upon engagement of 
the key with the receptor body a signal representing 
a biocode of data generated by the biometric sensor 
is forwarded to processing means; 

[0024] iii) matching the biocodc with a database 
associated with the processing means to permit vali- 
dation of the biocode, and 

[0025] (in) providing access to a facility, wmui 
incorporates the receptor body* tv on authorised 
person, when said validation has taken place 

[0026] Reference may now be made to a preferred 
embodiment of the present invention as a escribed *n the 
accompanying drawings wncreiu. 

[0027] FJG- 1 is a View of the biomciric key of the 
invention held m a person's hand; 

[0028] FIG. 2 vs a perspective view of a biomeinc Ucy of 
the invention, which is inserted into a corresponding lock 
barrel of a lock body, 

[0029] FIG- 3A is a n exploded perspective view of the key 

of FIC- 1 snowing all parts thereof 

[0030] FIG. 3B is a perspective view of me circuit board 

shown in FlG. 1 from an opposite side; 

[Uim] FIG- 3C is a petspecvive view of the key stiowu iu 

FIG. 3A from en opposite side; 

[0032] FlG- 4 is an exploded perspective view of com- 
ponents of a lock body comprising a lock cylinder and 
associated barrel, 

[0033] FIG- 4A is au exploded perspective view of com- 
ponents of the lock body shown *n FIG- 4, 

[0034] FIG. 5 is a plan view of the biometric key %>{ the 
invention shown in FIG. 1 inserted m the lock cytindei; 

[0035] FIG. 6 is a section through line A-A of FIG. 5, 
[0036] FIG. 6A is an exploded v*ew of the components ot 
FIG- 6, 

[0037] FIG- 7 is a section through line B-B ot FIG- 5. 
[0033] FIG. 8 is a detailed view of contact demd snown in 
FIG. 7, 

[0039] FIG. BA is an exploded view of the component of 
FIG. 8. 

[0040] FIG- 9 is a section through line C-C of FIC. 4^ 
[0O41] FIG, 10 is a detailed view of contact detail shown 
in FIG. 9, 

[0042] FIG, ISA is an exploded view of me components 
of FIC- 10; 
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[0043] FIG- 11 is a plan view of a biometric key of the 
mvesm^o inserted ioio a stationary receptor body in another 
embodiment of the invention; 

[0U44] FIG- 12 is a section through Uoc A-A of FIG. XL; 
[0045] FIG- 13 is a section ibrougn lice D-0 of JFlG. 11, 
[0^6] FIG. 14 is a dcUiled view of a contact snown iQ 
FIG. 13; 

[00471 FJ G - * 5 15 *° «xpfc**«* perspective view of the key 

of FIG. 11 separated from the receptor body; 

[0048] FIG, 16 is * perspective view of the receptor body 

barrel of FIG- 15 from another oriental**; 

[0049] FIG. 17 is a detailed view ot* a contact shown id 

FIG. IS. 

T0050] FIG. 18 is a block diagram dcscribiug ihe cba*n of 
events upon operation of the biometric Key ot the invention, 
and 

[0U5I] FIG. 19 is a schematic view showing enrolment of 
biometric data signature via *n external host computer. 
[00521 lo FIG- I mere is provided a biomctric key 10 of 
tae invention held *n the hand U having control pormU 12. 
The key 10 has i key body 13 and a seru^>r 14 being 
contacted by thumb 15, The key 10 is also provided with 
blade 16 having wards 17. 

[U053] In FIG. 2 ibe key 10 is shown inserted into lock 
barrel 31 which is fitted into gating apenure 19 ot lock body 
20 bavins lock tongue 21 The barrel 31 has contact portal* 
22 and also has upper component 23 which fit* into mating 
recess 24. The barrel 31 is also provided with wire* 25. The 
lock body 20 is of mechanical aalure having a custom wuc 
bus (not shown). 

[0054] The lock body 20 incorporates a slider &ar 21A 
bavins *lot 21B for engagement with trigger latch 48 shown 
in FIG. 4A 

f00551 In FIGS. 3A and 3C the key 10 is shawn having 
components in ife form of the senior 14, iruulaiur ^ri 27 
and circuit board 28 wbicb tits iuio recess 2S> of insulator 
ioscn 27 insulator insert 27 is slidably »"*<*ed ^ 
iTand bonded thereto The circuit board 28 * shown on 
both sides as is key body 13, which i* formed from *nsor 
14 iasulawr *nscn 27 and circuit board 28 as illustrated 
Senior 14 fit* within reces* 30 of irisulator 27 and, more 
specifically, is retained by retaining iUngc 30Aof recess 30 
The circuit board 28 b*> wire leads or contact traces 2SA 
which bond or solder to corresponding labs 26 on sc nso r 14. 
C^ciSt board 28 also has at the end adjacent wire leads 28 A 
sloping =4dc edsc* 28B, whicu engage with <^rt*spouding 
edges 28C of recess 29- 

[0U561 The key body 13 as shown in FIG 3a and 3C also 
Includes body plait* or flanges l3Aand 13B separated by a 
„lot 13C of complementary shape to ^lwor inscn ^7 
wbicb receives insulator mscn 27 as shown in frl<U 
[0057] In FIG, 4 the key 10 is snown fined into a lock 
cWtodif 18 having contacx portals 32. The cy Under IS has 
flanjc 33 and end 34 having a slot 35. The cylinder 18 oi*o 
has tumblers 36. 

rOOSSl Contact portals 32 touch mating cont*ciportuls 22, 
Elylinder 18 » inserted into lock barrel 3T The contact 



portals 22 iransrrut electronic signals witn an external pro- 
cessor as hereinafter described through lock l>ody 20. Altcr- 
naltvely, and more preferably, ibe contact ponaU 22 
exchange electronic signals with an processing unit in lock 
body 20 wbicb has an electronic interface with an extern*! 
processor* such as a host computer, as described hereinafter 
The electronic interface with me outside processor may be 
of any suitable Type, such as USB, parallel, serial or 
l£EF1384 firewire signals This does not preclude conform- 
ing to 1££E 802.15 Wireless personal Area Network 
(WPAN) including Bluetooth* HorneKF, HighRatc Rf and 
wide spectrum RF The processing unit may also provide 
return electrical signals ibal control a linear motor o f sole- 
noid 38 which releases a cylindrical locking pin 39 wtuch 
Jits within bore 40 of cylinder 18. Motor 38 has a spring 
loaded piston 41, which engages with aperture 42 of lodong 
pm 3i>. Motor 38 afco tits within mating socket 43 ot barrel 
31 Locking pin 39 has projection 44, wbwn cng^es wiin 
»loi 35 of cyUudcr 18 Motor 38 also nas contacts 47, which 
engage with wires 25. There is abo provided trigger lawn 4* 
of banc! 34, shown in the locked position and wtuch *s 
located on rotatablc gear 48A shown in FlG, 4A which ba A 
» protective sheaih 49 The trigger latch 48 eugages wuh slot 
50 in an unlocked po^iuon providmg tor maintenanw: of 
barrel 31. When unlocking of lock body 2« is initialed, 
piston 41 retracts within motor 38 thereby allowing locking 
pin 39 to rotate- There is provided a amall pin 4*JB which 
interconnects locking pro 39 and gear wheel 48 A as shown 
m FIG. 4a wherein pin 4SB engages in hole 4SC ot locking 
pin 39 and «dso engages m a sclccied recess 48P of gear 
wheel 4SA. Latch 48 moves downwardly from the portion 
shown in FIG. 4 to unlock tongue or laich plate 21 by 
engagement with slot 21 & shown in FlC 2. Tbc upper 
component 23 of barrel 31 ha* *cr*w threaded attachment 
holes 51A which facilitate anochtnent to lock body 20. li 
will also be appreciated that as referred to above lock 20 
may incorporate a suitable processing unit <uot shown) 
which includes suitable software and a database to match 
and validate btomeiric data in ibe form of a biocodc pro- 
vided by an electrical sign*l trom sensor 14 The procc*smg 
unit may also interface with a host cumputcr. through i which 
biocodes may be enrolled as described here matter. Wires 25 
may be connected to me processing unii or to the host 
computer. The lock 20 body controls acces* m iwo diScrem 
ways i e. fcquinng a valid return signal from the processing 
unit lo unlock the locking pin 39 as well as mechanical 
tumblers 36 adding further sccuruy. 

[0059] FIG. 5 shows key 10 inserted into k=yway or slot 
31 A of cylinder IS and FIG- 6 is taken along hue A-A ot 
FIG- 5. In FIG. 6 mere is shown individual insulators or 
insulator sleeves SOAand 51, which contact pins 53 and S3 
A closer detail is shown in FIG. 6 A which shows insulators 
50A and 51 engaging in a press fit w+thin Key body 13 and 
contact pins 52 and 53 engaging w«b*n * press to**"™ 
mating insulators SUA and 51. Contact pins 52 and 53 each 
nave a barbed point 52A, which drive mu> a solder puddle 
on circuit board 28 insulators SOA and 51 ore aUgncd 
normally to a longiiudinai **oS of key body 13 
T00601 FIG. 7 is taken along line B-B of FIG. 5. There i* 
shown contact P m 55, wh^h is u sliding nt within insulator 
54, and fuzz bunon 57 The purpose of fuiz button 57 ^ to 
provide electrical cominuuy between contact pins 55 and 56 
under the influence of its own spring pressure Insulators 57 
are shown aligned normally i° tbc longitudinal axis oi the 
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key body 13 Acjoscr detail of mis arrangement is *howu in 
FIG. 8. An exploded v*cw is also s&own in MG. 8A 

[0061] FIG. » is a section along toe C-C of JFXG- 4» a 
detailed view of the contact detail shown in JFIC 10, snows 
insulator 63 wuicn is bonded within barrel 31, contact p*n 62 
adapted for press fit within insulator 63, fuzz button 64 and 
additional contact pin 65 which has a sliding fit within 
insulator 63. An exploded view is shown in FIG. 10A. 
[UU62] The processing unit may be operated in cither a 
stand alone environment (platform independent) i«= as 
described above or aided with a remote host computer 
connected by any suitable means including serial, parallel, 
or USB connection or IEEE 802 15 WFaN RF technology. 
The processing unit may comprise a Digital Signal Process 
<£>Sp) unit or aSIC processor The processing una captures 
and extracts a biocodc of the fingerprint scanned by the 
biotnetric key The biocodc is a fingerprint map or digital 
signature that permits idcuiiiy verification of a person. The 
extraction and matching algorithm is based upon minutiae 
comparison- The maximum si*e of a bioccde in this par- 
ticular cooteM may be 254 byte*. The processing umt can 
manage up to 204S biocod=s in its own database or a rcmou 
nost compuier may manage tu= database if mote btocoqcs 
arc nteded In order to take full advantage of the features 
arable, such as administrative report and user queries, a 
remote compter may interface to the processing u»n. 
[OG63] The processing unit may be a self-contained board 
Ling oniy an external power source, an interface to the 
biomctric sensor, and a connection to the host compuier. The 
processing unit may also contain onboard RAM, ROM, 
communications interface, fingerprint rccogn*uon boftwajc 
d nd database manager, all integrated imo an op"^fd 
device It is the task of toe system integrator to fulfil the 
relevant specifications for ihe entire system operation 

[©064] There is a variety of enrolment means to enter a 
biocodc into th^ proccssur database. The most common is 
tpe remote post computer via a suitable connection. A 
Smanc*rd Reader may also be used in conjunction with a 
10-key pact to control the processing umt. There is a mul- 
titude of way* to initiate administrator functions in a stand 
alone environment. 

fOU65] The processing unit may also enrol biocodes 
directly to uie pomt of origin via the Key- Users are grouped 
into two categories: administrator and regular users. Ihe 
administrator registers, cneejiS and deletes the authorised 
people in the database. 

[0066] jn S1G. U. there is shown an alternative cmboai- 
ruem of the invention, wherein key 10 is fitted w*th*n * 
stationary receptor body 18Aand lo electrical continuity is 
provided by F*GS. 12 and 13, which represent sections 
along lines A-A and D-D of FIG. 11 and wpicb relevant 
conuct detad is shown in a similar manner a* shown in 
FIGS 6 and FIG. 8 In FIG. U there i^ shown intact pins 
52 and 53 whtcb are bounded by insulators S0A andSl as 
described previously. Contact pins S2 and S3 touch mating 

^ecep'tor «y)K^ h «J£^ 
57 Wiring 66 is attached to £1122 button 57 by solder 57 as 
shown in FIG. 14. Key X0 is insetted in slot 63 ot receptor 
oodv ISA as shown in FIG. 16- Wiring 66 is routed in wire 
ac^ss grooves 6*, wruc* are suown in FIGS. 13 and 17. 
Receptor body ISA is also provided w*tu a light emitting 



diode 70, shown m OTC. 16, which is * visual signal for 
acceptance (i.e. green) or rejection of th«= ^gnal (i .e red) 
Wiring 66 has soldered points 66A, 66B, 6SC and 67E> a* 
shown in FiG. 17. 

[0067] Receptor body ISA may be mounted inside a 
drawer, box, housing of any security system thereby recep- 
tor body XSa may he wired to me processing unit (not 
shown) in toe scanty system wnicb requires access by 
biomctric key 10. Thus in this embodiment there is no 
requirement of a mechanical or electromechanical lock body 
20 as shown in the embodiment of FIGS. 1-10. 
[00 6 3] The sensor 14 may be ohuiued commercially from 
Siemens and is sold under the Registered Trade Mark 
Fingertip. It i* sold as part of a module, which also includes 
a processing unit connected to the FingerTip sensor cnip by 
a conductor and the module is marketed by Siemens unocr 
inc Trade MarkTopSec 10-Moduie Al 0 TV module reads 
out of the FingcrTlp sensor the biometric d*tt, evaluates *t 
and compares it to a database contained *0 me memory ot the 
module. It is emphasised that it is only the sensor component 
that is utilised m the present invention and wbicn is incor- 
porated in key body 13 as described herein 
[0069] However, th* processing unit from the moduli; is an 
example of a suitable prejecssmg unit utilised »n the present 
invention. 

[0070] The key 10 may also include a smart caro cmp A*A 
(not shown) snowa on the same aide as senior 14 or on the 
opposite or obverse side 

[0071] It will also be appreciated that the invention may 
include within il» scope the abovemcntioued receptor body 
in me form of lock cylinder 18 or stationary Doay 18 a. Tnc 
invention may also include me barrel 31 per se. 
[0072] The smart card chip 14A may comprise an inte- 
grated circuit with ISO 7816 interlace and/or a processor 
integrated circuit and/or a personal idamiiy token conwimng 
IC-S 

[0073] In FIG. IS there is shown a block diagram repre- 
senting die chain of events upon use of the biomcinc key 01 
the invention wherein the fallowing events take place, 1 e 

[0074] Q the kty 10 or 10A to inserted into lock 
cylinder IS or stationary receptor body leW; 

[0075] (u) the key contacts make connection with tb«f 
receptor body contacts; 

[0076] (iii) power *s provided to the sensor 14 in tnc 
key 10. via the receptor body 18 or ISA and tnc 
processing unit, from an external source, 

[0077] (*v) a ru'ometric is read tnroush the sensor 14, 
and that data is passed through ihc key conucts and 
sent to ine processing unit; 

[04578] C v ) the procc&sinis unit extracts bionicirtc data 
signature, and compares to previously stored bio- 
mc uric dsta signature Cor mutch: 

[0070] (vi) it a match exists, ine. external Signal 
latches or unlatches (i.e. open/closed); and 

[0080] (yii) the key 10 removed from the receptor 
body 
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roOSl] la FIG. Ill there is shown a schematic diagram 
bow enrolment of biornetric data signature may Dc accutu- 
phsbed via a host computer whereby: 

[0082] (a) the host computer software requests per- 
sonal andVor demographic iritonnato^ 
authorised user; 
[0083] (b) the biornetric data signature is captured 
from die sensor through toe tey, via the receptor 
body interfaced to tne host computer; 
[0084] (c) personal andVor demographic information . 
i* stored with biornetric data signature and stored 
within database of the host computer, 
[00&5] (d) a search is performed against One database 
for previous eruolmcois (i.e . prevents multiple enrol- 
ments under assumed names); 
[0086] (e) it oot found, authorised user is enrolled 

into database; 
[0087] (f) if found, enrolment is denied; ana 
[0088] (g) database located on (he processing urut 
and host computer database is updated to reflect new 
enrolment. 

fOOSV] It vuill be appreciated from the foregoing thai the 
biomctric Uy of the invent^ is versatile in opcrauon, h»> 
relatively simple structure and provides a high degree ot 
security. 

[0090] lo a variation of the foregoing it will be appreciated 
that the key body may have inbuilt processor chip or 
processing unit instead of ihc processing unit being incor- 
porated ia tne receptor body. 

I A biornetric key having a key body incorporating a 
biornetric sensor for transmission of 4 sign4 reprc^nung a 
biocode of data generated by the biomeuic sensor, said key 
body in use cngagcable wiin a receptor body for interaeuon 
with the key body to forward the signal to processing me-aas 
for granting access to an authorised user to a facility 
accessible by the biornetric key , 

o Abiomcine key ** claimed m claim 1> wherein tne M?y 
body has one or more electrical c~ntact(s) which, w u«, 
touch mating contacts), of the receptor body. 

3 A Diome-trtc key as claimed in claim i, wherein ibe 
censor is surrounded by an insulator m the key body 

4. A biornetric key as claimed in claim 3, wherein the 
Insulator is intertable into a slot of the key body and attached 

thereto w_ 
5 a biornetric key as claimed in claim 3, wherein the 
insulator is shdably auacned to ihc key body and bonded 

*7a biornetric key as claimed in claim 3, 4 or 5, wherein 
*e biornetric sensor is accommodated wumn a mating 
recess m the insulator 

7 A biornetric key as claimed in any one of claims 3-&, 
wherein the key body incorporates * circuit board engaging 
with said one or more contacts. 

g. a biornetric key as claimed m claim 3, wherem . Itey 
body incorporates a circuit board engaging *ub said one or 
more contacts, circuit board txing accommodated 
wimin acUy'of the msutator adjacent the bt ometric key- 
Ta biomeU key as churned in chum 8, ^ 
circuit board at one end has contact traces or wire leads 



which engage with corresponding contact traces of j*u adja- 
cent end of the biornetric sensor. 

10. A biornetric k*y as claimed in chum S>, wherein tne 
msulatur incorporates a plurality of contact portals in contact 
with corresponding contacts or wire leads of the circuit 
board n 

11. a biornetric key as churned in any one ol claims z-iv, 
wherein tne or each contact is at least partly surrounded by 
an insulator sleeve. 

12- A biornetric key as claimed ia claim 11, wnerem the, 
or each insulator sfceve is aligned normally to a longitudinal 
uxis of the key body. . 

13. a b*omeiric key as claimed in any preceding ci&jm, 
wherein the key body has a handle or gripping part incor- 
porating tht biornetric sensor and a blade portion 

14. A biornetric key as claimed in claiui 13, wpcjeio the 
blade portion ha> * plurality of wards- 

15 Abioroeiric key as claimed in any one ot claims l-t*, 
wherein the bhtde portion is plate like in snape nut incor- 
porating wards, for insertion into a slot of lb* receptor body 

16 A biornetric key as churned in claim U or 12, wnerem 
each contact comprises a pair of contact pins located m 
accommodating insulator sleeves, wherem ca-'h contact pin 
is separated by the circuit board- 

17 a biornetric key as claimed in any preceding ciairn, 
wherein ihe key body incorporates a smart chip 

18. A biornetric kuy as claimed in claim l,whcreintnekey 
body has a transmitter for interaction with a receiver of thtf 
receptor body for transmission of the signal 

10. A biornetric key substantially has herein described 
with reference to ihc accompanying drawings. 

''O Areceptor body engage able wiih abiumetrickcy, =»aid 
biomctnc key having a k=y body incoivoratmg a Dioniemc 
«nsor fa transmission of a signal representing * biocode oi 
data generated by the biornetric senior, wherein said recep- 
tor body interacts with the key body to forward tne signal to 
processing means for granting access to a* authorised user 
ro a facility accessible by the biornctnc key. 

21 A receptor body as claimed m claim 20, wncrem ihc 
receptor body ha* one or more electrical contacts, which in 
use, much mating comaa(s) of the biornetric key toe tor- 
warding ot the signal to the processing means. 

22- A reader as claimed in claim 21, wherem the receptor 
body *s a mccqanical lock body engageable wuu the bio- 
meinc key, which key has a blade portion with a plurality oi 
wards wdicb engage w*th corresponding tumblers in the lock 
body 

23 A receptor body as claimed in claim 22, wherein the 
lock body includes a barrel having said tumblers and al*. a 
plurality of contacts as well as a lock cylinder tor engage- 
ment v/ith the barrel, whicn lock cylinder h »=» a piur^Uty <>t 
contact portals for touching corresponding contact ot inc 
barrel. - . . 

24 A receptor body as claimed in any one ot cuim* 
20-23, which incorporates an internal processing unit, wtuch 
corresponds to said processing means. 

25 A receptor body a> churned in claim 24* wherein the 
internal processing unit has an mtcrface with an external 
processor or computer for cnrnlru* m i»l biomeinc d*t*i 

26 a receptor body as claimed mcuim 22, wherein atur 
analysis of the signal by the preceding means, access to . the 
facUav is provided by activation of a hoear motor or 
Spoid of P l lock cylinder located whtm the iockbody, 
which U in electrical connection with the processing m=*us, 
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wherein >*id linear motor or solenoid is actuated 10 route a 
locking pin within the lock body to facilitate unlocking of 
the lock body. , . 

27, Acceptor body as claimed in claim 26, where in the 
rotation of the locking pin cause* corresponding rotation of 
a barrel eagagcable wiuj ihc lex* cylinder. 

3d. A receptor body as claimed in claim 20, 21, 24 or 25, 
which has a slot engagcabk with a blade portion of the 
biometric key, wherein &aid blade poruon docs not incor- 
porate wards. 

2d. A receptor body as claimed in any one of claims 
2Q-28, wherein each of the contacts contained lucre in are 
spring biased to a position in abutment with a corresponding 
contact pin of the biomcinc key body 

30. a receptor body as claimed in claim 29, wherein each 
of the contact* contained therein arc normal to * longitudinal 
axis of the oiornetric Key in use. 

31 A receptor body a* claimed m claim 29, wherein each 
of i tie conjacts arc accommodated within an insulator- 

32. A receptor body as claimed w claim 3X r whcreoi 
within each insulator there arc provided an inner contact fer 
touching corresponding contacts of the biometric key in use 
and an outer coniact separated from an adjacent inner 
contact by a spring 1 . 

33. A receptor body as claimed in any one of cla*m* 
20-32, wherein there is incorporated an indicator means 
indicating validation or rejection of biomciric a^u generated 
by the sensor 

34. a receptor body as claimed in claim 31, wherem the 
indicator means is a light emitting diode. 

35. a receptor body as claimed in claim 26, which 
incorporate* * receiver Cor interaction with a transmitter of 
me key body for transmission of the signal. 

36. A security system for use with a facility to prevent 
unauthorised access to the facility, which includes: 



(aj a b*omciric key having a Key body incorporating a 
biomcinc sensor for transmission of a signal represent- 
ing a biocodc of data generated by the biomcinc sensor; 
and 

(b) a receptor body engageablc with the biomeinc key, 
wherein said receptor body upon engagement with the 
Key body interact* with the Key body to forward the 
signal to processing means associated wub the receptor 
body for granting access to the facility to an authorised 
user. 

37. A security system as claimed in chum 36, wherein the 
Hey body ha* one or more electrical contacts, which touch 
mating contacts), when forwarding said signal. 

38. A method for providing access to a faculty wnicb 
includes the step* of. 

(i) inserting a key having a biometric censor imo a 
receptor body, wncrcDy upon cagagement of the key 
with The receptor body a signal representing a oiucudc 
of data generated by the biometric senior is forwarded 
io processing means; 

(u) matching the oiocode wuh a duubase associated with 
the processing means to permit validation of the tuu- 
code; and 

(in) providing acccs* to a facility, which incorporate* the 
receptor body to an authorised user, when said valida- 
tion has taken place. 
39 A method as claimed in claim 3&, where iQ me pro- 
cessing means is interfaced with an external computer, 
which accepts enrolments to said database. 



PAGE 18/18 1 RCVD AT 1 1(26/2003 4:06:33 PM [Eastern Standard time] * SVR:USPT0-EFXRF-1/1 * DN1S:8729301 * CS1D:5616596313 * DURATION (mrn-ss):04-54 



